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Abstract of contribution: This paper discusses a complete solution for 5G LAN-type service assuming 1 DNN corresponds to multiple 5GLAN groups.
Discussion

Assuming 1 DNN corresponds to multiple 5GLAN groups, i.e. operator can offer multiple DNNs each associates to multiple 5GLAN groups and UE subscribes to only one of the related 5GLAN groups for a given DNN, this paper provides an end to end solution for 5G LAN-type service. 
1. Lifecycle of a 5GLAN group, see the following figure for illustration:
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· Creation and configuration of the N DNNs in 3GPP network by operator
1. OAM allocates N DNNs. 

2. OAM provisions each DNN profile (e.g., for NF discovery and selection etc.) on control plane, e.g., AMF, SMF, NRF. 
3. The UPF interfaces (e.g., N3, N6, N9 and Nx) are configured with the DNN routing profile (e.g., network instance, addresses, steering policy, etc.).
· Creation of a 5GLAN group

1. Determine the 5GLAN group parameters (e.g., DNN, S-NSSAI, PDU Session type, GPSI list).

2. Select the dedicated SMF and the UPF(s) for the 5GLAN group, update the DNN profile (e.g., for NF discovery and selection) with respect to the 5GLAN group on control plane, e.g., AMF, SMF, NRF.
3. Update each member UE’s subscription (e.g., DNN, S-NSSAI, SMF ID, etc.) for the 5GLAN group.
4. Update URSP (e.g., DNN, S-NSSAI, PDU Session type) on each member UE of the 5GLAN group.
· Modification of a 5GLAN group, for example, update the GPSI list of the 5GLAN group when a UE is removed or added
1. Update (delete/add) the impacted UE’s subscription (e.g., DNN, S-NSSAI, SMF ID, etc.).
2. Update URSP (e.g., DNN, S-NSSAI, PDU Session type) on the impacted UE.
3. If a UE is removed, trigger Release of its PDU Session targeting to the 5GLAN group.
· Destruction of a 5GLAN group

1. Update the DNN profile (e.g., for NF discovery and selection) with respect with the 5GLAN group on control plane, e.g., AMF, SMF, NRF.
2. Delete each member UE’s subscription (e.g., DNN, S-NSSAI, SMF ID, etc.) for the 5GLAN group.
3. Update URSP (e.g., DNN, S-NSSAI, PDU Session type) on each member UE of the 5GLAN group.
4. Trigger Release of its PDU Session targeting to the 5GLAN group for each member UE of the 5GLAN group.

· Establishment of a PDU Session targeting to a 5GLAN group

1. UE selects the DNN associated with the group based on URSP.
2. AMF selects the dedicated SMF for the intended group.
3. SMF performs secondary authentication and authorization for the intended group, selects the PSA UPF, and allocates the addresses.
4. SMF updates the N4 rules of the N4 Session corresponding to the PDU Session, and the N4 rules of the group-level N4 Session corresponding to the intended group.
· Modification of a PDU Session targeting to a 5GLAN group

1. Reusing R15 mechanism.
· Release of a PDU Session targeting to a 5GLAN group

1. Reusing R15 mechanism.
2. SMF releases the UE address, updates the N4 rules of the N4 Session corresponding to the PDU Session, and the N4 rules of the group-level N4 Session corresponding to the intended group
· (De-)activation of a PDU Session targeting to a 5GLAN group

1. Reusing R15 mechanism.
· PSA relocation of a PDU Session targeting to a 5GLAN group

1. Reusing R15 mechanism.
2. The association between UE address and the PSA changes, the SMF updates the N4 rules of the N4 Session corresponding to the PDU Session, and the N4 rules of the group-level N4 Session corresponding to the intended group.

Proposal 1: 1 DNN corresponds to multiple 5GLAN groups.
2. 5GLAN group communication:
When one or more 5GLAN groups are ready, the 5GS shall ensure the isolation of 5GLAN group communication between 5GLAN groups. Two groups of a DNN can share the same address space. In the N4 Session of the 5GLAN group, there has to be one PDR per group member (detecting the traffic with a destination address of a group member) and this PDR is linked to one of the following:

· a FAR sending the traffic out via N6

· a FAR sending the traffic out via an Nx tunnel (there can be multiple FARs of this type but only one per PDR of course)

· a FAR sending the traffic back to the access
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The traffic exchanged in the group is controlled by filtering the incoming traffic of the group members, i.e. for the members connected via 3GPP as well as via N6 the PDR allows only traffic with the member address as source or target address. Forwarding all incoming traffic to the N4 rules of the N4 Session reflecting the group ensures that only members of the group can be reached, i.e. the very last PDR of the group structure should detect any remaining/unmatched traffic and discard it or route it to N6 or report that to SMF. 
Currently, in N4 Session of each member UE within a 5GLAN group, there are three types of UL FAR:

· FAR for local switch: FAR(s) with Destination Interface set to "5G LAN internal" and Network Instance set to represent the 5G LAN group

· FAR for Nx-based routing: FAR(s) with Destination Interface set to "5G LAN Nx” and Network Instance set to represent the 5G LAN group

· FAR for N6-based routing: FAR(s) with Destination Interface set to "N6-LAN” and Network Instance set to represent the 5G LAN group.

The destination address of the UL traffic is used to associate the uplink traffic to different types of FAR by N4 Session of each member UE within a 5GLAN group. If the destination address of the UL traffic is used by the PDU Session(s) that anchor at the same UPF as the UE initiating the UL traffic, the UL traffic shall bind to the FAR for local switch; if the destination address used by the PDU Session(s) that anchor at different UPF(s), the UL traffic shall bind to the FAR for Nx-based routing; otherwise the UL traffic shall bind to the FAR for N6-based routing. So once UE address change within a group due to PDU Session release, establishment, handover, the SMF shall update the association between this address and the FAR in N4 Session of each member UE within the group. This will cause a lot of update signalling in the core network. Furthermore, the N4 rules (URRs and FARs) for the group-level N4 session are not applicable to traffic applying the local switch/N6-based routing. When the reporting (e.g., charging, accounting or unknown address) is required on the group-level, the traffic applying the local switch/N6-based routing will not be calculated.

Observation 1: Current 5GLAN group communication mechanism causes a lot of update signalling in the core network once the UE address change.

Proposal 2: Forwarding all incoming traffic to the N4 rules of the N4 Session reflecting the 5GLAN group.

3. 5GLAN Internal and 5GLAN Nx:
Nx interface is used as a shared User Plane tunnel connecting PSA UPFs to support Nx-based forwarding of a 5GLAN group. The SMF is response for handling the Nx tunnels. For the Source interface of PDR or the Destination interface of FAR, the value “5G LAN Internal” and “5G LAN Nx” can be used to detect and forward the traffic of a 5GLAN group.

For “5G LAN Internal” and “5G LAN Nx” of a PDR, the UPF needs to recognize this interface for the traffic that is forwarded internally before matching the traffic with this kind of PDR. The following ways can be considered:

· Use a method similar with traffic steering policy in FAR, avoiding recognizing the “5G LAN Internal” and “5G LAN Nx”. [A1]

· Use the tunnel information to distinguish “core side” / “access side”, “5G LAN Internal” and “5G LAN Nx”. [A2]

For “5G LAN Nx” of a PDR, the UPF also needs to recognize this interface for the traffic that is forwarded from the other UPFs before matching the traffic with this kind of PDR. The following ways can be considered:

· Deploy physical Nx interface, independently with physical N9. [B1]

· Reuse the physical N9 interface, and the tunnel information is used by the UPF to distinguish the “core side” and “5G LAN Nx”. [B2]

Observation2: UPF needs to first recognize the interface for the incoming traffic before matching a PDR.

Proposal 3.1: Using GTP-U protocol for Nx interface. 
Proposal 3.2: Using [A1] to avoid the interface recognition for traffic routing within a UPF. 
Proposal 3.3: Depends on deployment/implementation option, use [B1] or [B2] for traffic routing across UPFs.
Proposal
It is proposed to support the above proposal in SA2.
Annex: Example

Working flow for 5G LAN-type service:
Before deploying the 5G LAN-type service, the operator performs “Creation and configuration of the N DNNs in 3GPP network” to make N DNNs ready for “Creation of 5GLAN group”.
Upon the group creation request from AF or OAM, the 3GPP network enforces “Creation of a 5GLAN group”. Then the 5GS can offer services for “PDU Session Establishment”, “PDU Session Modification”, “PDU Session Release”, “PSA Relocation of PDU Session”, and “(De-)activation of PDU Session” for the member UEs within the 5GLAN group. 
Upon the group modification request from AF or OAM, the 3GPP network enforces “Modification of a 5GLAN group”. Then 5GS performs “PDU Session Release” for the member UE which is removed from the 5GLAN group.
Upon the group deletion request from AF or OAM, the 3GPP network enforces “Destruction of a 5GLAN group”. Then 5GS performs “PDU Session Release” for each member UE within the 5GLAN group.

See the following figure for an example. The DNN1 and DNN2 are made ready for SMF1~2, UPF1~6. The 5GLAN group 1, 5GLAN group 2, 5GLAN group 3 are created. SMF1 and UPF1~3 serves 5GLAN group1, SMF2 and UPF4~6 serves 5GLAN group 2~3.
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